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« Data in Investment Bank
« Natural data silos and Bl
« Data warehouse
* ClickHouse
« Data driven access control: ABAC
« SQL hardening
« Current state and next steps
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Data Iin Investment Bank
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The Users

.S .T
Interactive personalized reports
Apps /ﬂ\'nl w

Reports / &8 \|i|T |i|Q |i|M rDeapiLyézn—demand

. of o0 Custom interactive queries
Flat VIeWS / ﬂ \ w w Sandboxes

Data / \ ,iIIT
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DWH on ClickHouse /
Proxy

1. Authentication & authorization

2. Tableau-generated ODBC

translation
3. Supports modifications/DDL
Systems ...
—os%aLc—> ODBC > Tableau
— ClickHouse
Denormalized prepared data RShiny
<> Proxy T
_ TJC | < sQL > R/Python
Intellij
«——SQL >
DBeaver
Systems ...
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Security requirements

« Same mechanism for all kind of Ul
« Data-driven: record-level granularity with full access to SQL

* Reuse existing bank-wide access rules
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Data in Investment Bank
 Natural data silos and Bl
Data warehouse
» ClickHouse
« Data driven access control: ABAC
 SQL hardening
Current state and next steps
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Attribute based access control

Business
domain

Function Product

Team
membership

Passed
trainings

[ Client details ]

Regulatory
rules

Hierarchies
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policyset Fx { G
target clause resource.domain == "FX" and

action == "read"

policy trades {
target clause resource.type == "trade"

permit condition

(resource.trade.sales in user.team.teammembers)

by
b




Attribute based access control

Business
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Attribute based access control
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Attribute based access control

Business
domain

Team
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trade.country = RU
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User is Sales

trade.country = RU
AND
trade.salesTeam
in [team1, team?2]

User is Supervisor

- trade team

user team

trade is
internal
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.

User is Sales

trade.country = RU
AND
trade.salesTeam
in [team1, team2]
OR
trade.isInternal B}

~User is Supervisor=

- trade team

user team

trade is
internal
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trade.country = RU
AND

trade.salesTeam
in [user.teams]

OR
trade.isInternal




« Data in Investment Bank
« Natural data silos and Bl
« Data warehouse
* ClickHouse
« Data driven access control: ABAC
« SQL hardening
« Current state and next steps

Deutsche Bank
Technology Centre



DWH on ClickHouse

Systems ...

o

Systems ...

trade.country = RU
AND
trade.salesTeam
in [user.teams]
OR
trade.isInternal

ClickHouse

Denormalized prepared data

" Filtered

B e

Proxy

—obBCc—{ ODBC —> Tableau
SQL
RShiny
< SQL » R/Python
sqQL Intellij
DBeaver
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SQL AST transformation

select salesperson, sum(profit)
from tradedb.trades

group by salesperson

A select salesperson, sum(profit)
v from tradedb.trades
where (team in (

AND select team from salesdb.sales
trade.salesTeam m— where person = 'john.smith@db.com’
in [user.teams] ) and

OR country = 'RU") or isInternal

trade.isInternal group by salesperson

trade.country = RU

Deutsche Bank
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Proxy flow

Who?
C Request ) 0 (Response)

A

ro/rw? which table?

v
o ABACUS

Scala parser
combinators

Decision

Recursive AST Modified AST http client
walker

https://github.com/yandex/ClickHouse/issues/523
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Current usage

« Tracking of changes/migrations/projects
* Investment planning

« Client interaction quality

 Research

Mostly small/medium heterogeneous data

e 72 datasources/systems
« >100 ETL jobs

« 2Rps

* 4 box 500Gb/26Tb

Deutsche Bank
Technology Centre
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Thanks!
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Disclaimer

[laHHbIN MaTepuan He ABNSETCA NpeasioKeHUEM UNK NpegocTaBleHNEM KaKon-
nnoéo ycnyrn. aHHbIn MaTepuan npeaHasHa4vyeH UCKNIYUTENbHO Angd
NHMPOPMALMOHHBLIX U UNITIOCTPATUBHBLIX LIENen 1 He npeaHa3HaveH ans
pacrnpocTpaHeHus B peknamHbix uenax. Jllobon aHanmna TpeTbux CTOPOH He
npegnosnaraeT Kakoro-nmbdo ogodbperHnsa nnu pekomeHgaumn. MHeHus,
Bblpa)KeHHblE B JAaHHOM Matepuane, aBnsatTCs akTyanbHbIMU HA TEKYLLINI
MOMEHT, NOSABNSOTCA TONbKO B 3TOM MaTepuarne u MoryT ObiTb n3MeHeHbl 6e3
npeaBapuTenbHOro yBe4oMSIEHNSA. OTa MHpopMauma npeaocTaBnaeTcs ¢
NOHMMaHWEM TOro, YTO B OTHOLLUEHUU MaTepuarna, NnpeaocTaBIeHHOro 34€eCb, Bbl
bygeTte npMHMMaTbL CaMOCTOATENBbHOE peLleHne B OTHOLLEHUN NI0ObIX OeNCTBUN
B CBA3M C HACTOSALLMM MaTepmanom, U 3TO peLLeHnE SABNSETCA OCHOBAHHbLIM Ha
BalleM COBCTBEHHOM CYXXOEHUU, N YTO Bbl CMOCOOHbLI MOHATbL U OLLEHUTb
nocnenctena atux gencrenn. OO0 "[onye baHk TexLleHTp" He HeceT HMKakKon

OTBETCTBEHHOCTU 3a Nt0OLIE YObITKM NOOOro poaa, OTHOCSALLMXCA K 9TOMY
marepwuany.
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Data lifecycle
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The Journey

« <2016. KDB+ - powerful, but hard
to learn. Needed to develop
reporting Ul

e 2016. Tableau: Vertica - $$%$. Hive —
slow.

« 2017. Spark + ClickHouse +
Tableau/RShiny

« 2018 - now. Spark/Alpakka + Kafka
+ Clickhouse + Tableau + RShiny +
Web Ul + ABACUS

UI

security

presentation layer

ETL

[ sources:

 jdbc/http/kdb/sftp/... .

N
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